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Partial integrity
What if the modifica>ons ma?er?

• A fillable form signed by the owner but filled by another person 

• A document with private sec@ons that need to be redacted 

• Errors during transmission or storage of signed data 

• Malicious modifica@ons 

How can we provide par>al integrity of data?



In this talk

• A modifica>on-tolerant signature scheme using cover-free families 

• How to locate modifica@ons. 

• How to correct modifica@ons. 

• How to guarantee privacy of redacted data. 
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Constructions

• When d = 1 we can use Sperner sets, where t grows as  as ; 

• For , the best known lower bound on  for d-CFF(t, n) is given by  

  

for some constant c; 

• Construc@ons based on La@n squares, OAs, PHFs, CAs, Codes, and many others;  

• Construc@ons based on polynomials over finite fields; 

• Construc@ons based on probabilis@c algorithms.

log2 n n → ∞

d ≥ 2 t

t ≥ c
d2

log d
log n
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How to correct modifications
Extra details:

T.B. Idalino, L. Moura, C. Adams. Modification Tolerant Signature Schemes: Location and Correction. Progress in Cryptology - INDOCRYPT 2019

• We consider blocks of size at most s 

• Our algorithm keeps track of possible preimages of the modified blocks 

• The probability of collision is very small, since s is small 

• For SHA-256 and s = 20, the probability is  

• We experimentally verified that SHA-256 has no collision for s = 20 

• The correc@on algorithm computes  hash calcula@ons 

• These schemes are existen@ally unforgeable

≈ 3.70 × 10−68

O(d2s + n)



How to redact private data
Redactable Signature
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Rules: 

• Hide content without invalida@ng signature 

• Should not be able to correct redacted blocks 

• Should not leak informa@on about them. 

Our first two schemes are not suitable for this applica@on
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Variable CFFs
Acceptable modifica>ons

• Tradi@onal d-CFFs: 

• Any combina@on of d modifica@ons is allowed.  

• Variable CFFs: 

• We specify a set  with the allowed modifica@ons (we call them -CFFs).𝒮 𝒮

T.B. Idalino, L. Moura. Cover-free families and generalizations. 202*



Variable CFFs
What are the benefits?

• Less requirement for coverage might give us -CFFs with less rows than d-CFFs. 

• This means less tests, smaller signatures, etc. 

• We are working on construc@ons and bounds for -CFFs.

𝒮

𝒮



• Batch verifica@on of signatures 

• Aggrega@on of signatures * 

• One-@me signature schemes resistant against abacks by quantum computers 

• Broadcast communica@on **

What else?

* T.B. Idalino, L. Moura.  Nested Cover-Free Families for Unbounded Fault-Tolerant Aggregate Signatures. Theoretical Computer Science, 2021.

** T.B. Idalino, L. Moura.  Embedding Cover-Free Families and Cryptographical Applications. Advances in Mathematics of Communications, 2018.
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