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Cover-Free Families

DefiniBon: Let d be a posi5ve integer. A d-cover-free family, denoted , is a 
set system  with  and  such that for any  subsets 

, we have: 

 

No element is covered by the union of any other d.

d − CFF(t, n)
ℱ = (X, ℬ) |X | = t |ℬ | = n d + 1

Bi0, Bi1, …, Bid ∈ ℬ

Bi0\(
d

⋃
j=1

Bij) ≥ 1.

* Equivalent to disjunct matrices and superimposed codes. 

1 1 1 0 0 0
1 0 0 1 1 0
0 1 0 1 0 1
0 0 1 0 1 1

B1 B2 B3 B4 B5 B6

1
2
3
4

{X



Constructions of d-CFFs

• When d = 1 we can use Sperner set systems, where t grows as  as ; 

• For , the best known lower bound on  for d-CFF(t, n) is given by  

  

for some constant c; 

• ConstrucJons based on LaJn squares, OAs, PHFs, CAs, Codes, probabilisJc algorithms, etc.  

• Construc0ons based on polynomials over finite fields.

log2 n n → ∞

d ≥ 2 t

t ≥ c
d2

log d
log n

1 1 1 0 0 0
1 0 0 1 1 0
0 1 0 1 0 1
0 0 1 0 1 1

t

n



• Applica5ons of cover-free families in cryptography 

• Cover-free families for dynamic applica/ons 

• Embedding cover-free families with Finite Fields 

• Open problems

In this talk 1 1 1 0 0 0
1 0 0 1 1 0
0 1 0 1 0 1
0 0 1 0 1 1

1          …            n1 n2 n3 n4



Cover-Free families
ApplicaBons in cryptography

• Fault-tolerant Digital Signatures 
• Fault-tolerant digital signatures 

• Idalino, Moura, Custodio, Panario (2015), Idalino, Moura, Adams, (2019) 
• Fault-tolerance in aggregaJon of signatures 

• Zaverucha, SJnson (2010). Idalino (2015). Hartung, Kaidel, Koch, Koch, Rupp (2016). Idalino, Moura (2018, 2021) 
• Fault-tolerance in batch verificaJon  

• Pastuszak, Pieprzyk (2000). Zaverucha, SJnson (2009). 
• Post-quantum one-0me and mul0ple-0mes signature schemes  

• Pieprzyk, Wang, Xing (2003). Zaverucha and SJnson, (2011). Kalach and Safavi-Naini (2016). 

• Key distribu0on 
• Key distribuJon paberns 

• Mitchell and Piper (1988) 
• Broadcast authenJcaJon 

• Safavi-Naini and Wang (1998) . Ling, Wang, Xing (2007). 
• Broadcast encrypJon 

• Gafni, Staddon, Yin (1999). D’Arco and SJnson (2003) 
• Traitor Tracing 

• SJnson and Wei (1998). Tonien and Safavi-Naini (2006) 

• and many many others..
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More applicaJons and details:  
IDALINO, T. B.; MOURA, L., A Survey of Cover-Free Families: ConstrucJons, ApplicaJons, and GeneralizaJons. New Advances in Designs, Codes and Cryptography. 86 (2024), 



Applications in Cryptography
Digital Signatures

• Integrity and authenJcity of digital documents

Sign Verify
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Applications in Cryptography
Digital Signatures

Aggregate
1 1 1 0 0 0

1 0 0 1 1 0

0 1 0 1 0 1

0 0 1 0 1 1

d-CFF

Verify
1 1 1 0 0 0

1 0 0 1 1 0

0 1 0 1 0 1

0 0 1 0 1 1

d-CFF

• IdenJfy invalid digital signatures for batch verificaJon and aggregaJon of signatures. 
• Zaverucha, SJnson (2010). Idalino (2015). Hartung, Kaidel, Koch, Koch, Rupp (2016). Idalino, Moura (2018, 2021).
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• all acJve subscribers should be able to decrypt it
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• Tolerance to “bad” parJcipants with less keys. 
• Safavi-Naini and Wang (1998). Gafni, Staddon, Yin (1999). D’Arco and SJnson (2003).
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We need unbounded CFFs!
1          …            n1 n2 n3 n4



Unbounded CFFs
Approaches

• Unbounded approaches 

• Monotone (Hartung et al., 2016) 

• Nested (Idalino, Moura, 2018, 2021)  

• Embedding (Idalino, Moura, 2019) 

• Compression Ra5o: ρ(n) iff n/t  is Θ(ρ(n))



Unbounded CFFs

• Allows increase of n with fixed d. 

• Rows of 0 required for aggrega5on of signatures. 

• ρ(n) = 1 (number of rows is linear in n).

G. Hartung, B. Kaidel, A. Koch, J. Koch, A. Rupp, PKC 2016.

Monotone Families



Unbounded CFFs
Nested Families

• Allows increase of n with fixed d. 

• Applicable to aggrega5on of  
signatures. 

• More flexible construc5on. 

• Construc5ons with increasing  
compression ra5o.

T. B. Idalino, L. Moura, IWOCA 2018. 
T. B. Idalino, L. Moura, TCS 2021.



Unbounded CFFs

• Increase of both n and d. 

• Applica5on in key distribu5on, etc. 

• Construc5on of embedding families using polynomials over finite fields.

T. B. Idalino, L. Moura, ACM 2019.

Embedding Families



Building CFFs with polynomials
Theorem (E, F, F 1985*): Let  be a prime power and  be a posiJve integer. If 

 then there exists a -CFF .  

q k
q ≥ dk + 1 d (q2, qk+1)

Example: q = 3, k = 1
polynomials of degree at most k over 𝔽q

(𝔽q, 𝔽q)

f(2) = 0

* P. Erdős, P. Frankl and Z. Furedi, Families of finite sets in which no set is covered by the union of r others, Israel J. Math., 51 (1985), 79–89.



Building CFFs with polynomials

polynomials of degree at most k over 𝔽q

(𝔽q, 𝔽q) 2-CFF(9,9)

d ≤
q − 1

k
= 2

Example: q = 3, k = 1

Theorem (E, F, F 1985*): Let  be a prime power and  be a posiJve integer. If 
 then there exists a -CFF .  

q k
q ≥ dk + 1 d (q2, qk+1)

* P. Erdős, P. Frankl and Z. Furedi, Families of finite sets in which no set is covered by the union of r others, Israel J. Math., 51 (1985), 79–89.



Building CFFs with polynomials

Why is this a -CFF ? 

• Any two columns will be in at most k tests together.  

• The union of d columns will be in at most dk tests together with any other 
column. 

• Recall that each column has q 1’s and dk + 1 . 

• Therefore, no column is covered by the union of d others.

d (q2, qk+1)

q ≥



Building CFFs with polynomials

polynomials of degree at most k over 𝔽q

(𝔽q, 𝔽q)

Example: q = 3, k = 1

Theorem (E, F, F 1985*): Let  be a prime power and  be a posiJve integer. If 
 then there exists a -CFF .  

q k
q ≥ dk + 1 d (q2, qk+1)

0-CFF(3,9)

1-CFF(6,9)

2-CFF(9,9)

Obs.: We only need  rows when we are interested in the max d. For smaller values of d we need q2 t = (dk + 1)q



How can we build embedding CFFs?
1          …            n1 n2 n3 n4



Embedding cover-free families
ConstrucBon

• Start with  and grow the construc5on with extension fields. 

• Tower of finite fields.

𝔽q



Embedding cover-free families
Construction

• Start with prime power ; 

• consider a sequence of extension fields ; 

• and integers , for . 

• We get a sequence of CFFs with increasing n and d.

q

𝔽q2i,  with i ≥ 0

ki, di q2i ≥ diki + 1

t = q2

n = qk+1

𝔽q



Embedding cover-free families
Example

• Start with a  over  

•   
• Now consider   

• ,  and    
• We get a  embedded into a  

2-CFF(9,9) 𝔽3
q = 3, d = 2, k = 1

𝔽9

q2 = 9 d1 = 4 k1 = 2 (since 9 ≥ 4 × 2 + 1)
2-CFF(9,9) 4-CFF(81,729)



Embedding cover-free families
Many approaches with one construction

• Consider , , for  

• Priori5ze d increases (fix k) 

• Priori5ze ra5o increases (fix d) 

• Construct monotone families

q2i ki, di q2i ≥ diki + 1



Embedding cover-free families
Prioritize d increases

• Consider , , for  

• Fix k and increase  to its maximum 

•  

•

q2i ki, di q2i ≥ diki + 1
di

q2i ≥ dik + 1

d ≈
n1/k+1

k PrioriJzing d increases with fixed k = 2.



Embedding cover-free families
Prioritize ratio increases

• Consider , , for  

• Fix d and increase  to its maximum 

•  

•

q2i ki, di q2i ≥ diki + 1
ki

q2i ≥ dki + 1

ρ(n) =
n

log n PrioriJzing ra-o increases with fixed d = 2.



Embedding cover-free families
Construct monotone families

• Consider , , for  
• Fix d and k 

• Select specific blocks of rows 

• We get monotone families with increasing raJo (beber than Hartung et al.* )

q2i ki, di q2i ≥ diki + 1

* Hartung, Kaidel, Koch, Koch, Rupp (PKC 2016)



Yes, we can build embedding CFFs!

• One construc5on* can be explored in various ways. 

• Different parameter choices give us different proper5es. 

• Applica5ons can give us insights on new ideas.

* P. Erdős, P. Frankl and Z. Furedi, Families of finite sets in which no set is covered by the union of r others, Israel J. Math., 51 (1985), 79–89.



Embedding cover-free families
Gradual increase on n

𝔽4

𝔽16

64

12

d = 1, k = 2

d = 6, k = 2

4096

208



Embedding cover-free families
Gradual increase on n

• Gradual increase on n via moderate increase of d and k to smooth out compression raJo.

k = 1 
d = 3

k = 2 
d = 6

k = 3 
d = 13

q = 16, 256
1 ≤ k ≤ 3
d = log4 n



Future Work

• Can we have embedding families with more gradual increase of n and smoother 
compression ra5o? 

• Is there any other way of construc5ng embedding CFFs? 

• Other aspects of CFFs to be explored*. 

• Mixed proper5es and applica5ons.

* Idalino, Moura. Structure-aware combinatorial group tesJng: a new method for pandemic screening. IWOCA (2022) 
* Idalino, Moura. Group tesJng and cover-free families on hypergraphs. (2024?)



Thank you!

Thais Bardini Idalino - thais.bardini@ufsc.br

Feliz Aniversário, Daniel!

mailto:thais.bardini@ufsc.br

